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This deliverable focuses on requirements for specific enabling services for the LOMS
framework as some requirement the enabling services should fulfil in general. The
specific enabling services considered are: context-awareness services, Identity
Management service, charging and billing services (as part of a policy framework). In
this deliverable, we also describe aspects of service management that should be
available in the LOMS platform and should be implemented also by the services.

�	������	��

Throughout this document, the keywords “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”,
“SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and
“OPTIONAL” are to be interpreted as described in [RFC2119].
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1 Executive Summary

This document provides an overview of specific requirements for enabling services.
Specific requirements for different types of enabling services are being discussed, as
well as general requirements, which all services (enabling services, as well as end-user
services), should comply to.

In a first section, section 3, we sketch the overall LOMS framework and the different key
roles in this framework. This section also indicates the role enabling services play, as
possible building blocks for more complex end-user services, in this framework.

Section 4 discusses the requirements for context-awareness services. It is envisaged
that context-awareness services will form an important enabling function in the LOMS
platform. Context-awareness services should not only be able to work with raw context
information (like location information, presence information …) but should also be able to
reason on this information thus realizing a ‘higher level’ of context understanding.

In section 5 we discuss service administration aspects. In fact, service administration
should be a basic functionality of the LOMS platform. This also means that the services
(enabling services as well as end-user services) that will be integrated within the LOMS
platform should comply with the service administration and management functions
provided by the LOMS platform. So, Section 5 discusses functionality and requirements
that should be available or fulfilled in the LOMS framework and integrated services, like
semantic service specification (as many services might be integrated into the framework,
semantic service specification seems advantageous), service discovery and service
catalogs, and service life-cycle management.

Section 6 discusses requirement around policy enforcement and the different kinds of
policies that should at least be supported by the LOMS platform. We indicate that at
least charging and billing policies should be supported (with the help of charging and
billing enabling services). Of course, also security and privacy related policies should be
applied. Further, it is also indicated that although the policy definition should be as
independent as possible from the service (i.e. changing the policy should not require a
change of the service) it is also clear that some policies are specific to specific enabling
services. But, even in this case, defining a new policy should only affect the run-time
behavior of the service. This section also includes a short description of different policy
languages and frameworks.

In section 7, we discuss the need for an identity management framework. Here, we
indicate the need for a federated identity management approach as this relieves a
burden placed on the end-users of providing user credentials for every end-user service.
It is clear that the Identity Provider should be trusted by every party in the LOMS
framework. Also, the identity management solution should be able to interoperate with
the other services and the enabling services in particular. We indicate that the Identity
Management facilities already present in an IMS system could be used as starting point
for a more complete Identity Management framework.
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2 Common Abbreviations

2G Second generation wireless telephone technology

2.5G Second and a half generation wireless telephone technology

3G Third generation wireless telephone technology

3GPP Third Generation Partnership Project

AoC Advice of Charge

AS Application Server

BPEL Business Processing Execution Language

CC/PP Composite Capability / Preference Profile

DAML DARPA Agent Markup Language

GEOPRIV IETF working group around Geographic Location/Privacy

GPRS General Packet Radio Service

GPS Global Positioning System

GSM Global System for Mobile Communications

HSS Home Subscriber Server

IETF Internet Engineering Task Force

IMEI International Mobile Equipment Identity

IMPI IP Multimedia Private Identity

IMPU IP Multimedia Public Identity

IMS IP Multimedia System

IMSI International Mobile Subscriber Identity

IT Information Technology

JINI Java Intelligent Network Infrastructure

LAP Liberty Alliance Project

LCS Location Services

LDAP Light Directory Access Protocol

LOMS LOcal Mobile Services

MSISDN Mobile Station Integrated Service Digital Network

OASIS Organization for the Advancement of Structured Information Standards

ODF OASIS Open Document Format for Office Applications

OMA Open Mobile Alliance

OPES Open Pluggable Edge Services (http://standards.nortelnetworks.com/opes/index.htm )

OSA Open Systems Alliance Program

OSGi Open Services Gateway Initiative
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OWL Web Ontology Language (http://www.w3.org/2004/OWL/)

OWL-S OWL-based Web Service Ontology (http://www.daml.org/services/owl-s)

PIN Personal Identification Number

PKI Public Key Infrastructure

PLMN Public Land Mobile Network

PS Policy Server

PSL Process Specification Language

PSTN Public Switched Telephone Network

PT Presentity

QoS Quality of Service

RDF Resource Description Framework

REQ Requirement

RM Rule Maker

RPID Rich Presence extensions to the Presence Information Data Format

SAML Security Assertion Markup Language

SCE Service Creation Environment

SCP Service Control Point

SDP Service Delivery Platform

SIB Service Independent Building Block

SIM Subscriber Identity Module

SIMPLE IETF working group on SIP for Instant Messaging and Presence Leveraging
Extensions

SIP Session Initiation Protocol

SME Small to Medium Enterprise

SMS Short Message Service

SOA Service Oriented Architecture

SOAP Simple Object Access Protocol

SSDP Simple Service Discovery Protocol

SSL Secure Sockets Layer

SSO Single Sign-On

SWSL Semantic Web Service Language

TCP Transmission Control Protocol

TMSI Temporal Mobile Subscriber Identity

UAProf User Agent Profiling

UDDI Universal Description, Discovery, and Integration
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UI User Interface

UML Unified Modelling Language

UMTS Universal Mobile Telecommunications System

UPnP Universal Plug and Play

URI Uniform Resource Identifier

W3C World Wide Web Consortium

WAP Wireless Application Protocol

WLAN Wireless LAN

WP Work Package

WPL Work Package Leader

WR Watcher

WS Web Service

WSA Web Services Addressing (W3C Specification)

WSC Web Service Consumer

WSDL Web Services Description Language

WSDM Web Services Distributed Management

WSMO Web Service Modeling Ontology

WSP Web Service Provider

WWW World Wide Web

XML eXtensible Markup Language
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3 Introduction

3.1 LOMS

The LOMS (local mobile services) project provides a frame for innovative research to
enable smart (city-wide) services. To this day, it has proven to be very difficult for
service operators and service providers varying from end-users (as service developers),
SMEs to large enterprises to introduce ubiquitous services to the general public. Many
reasons can be identified, and one of the key reasons could be described as the
historical gap between the telecom world and the IT world. Bridging this gap is one of the
key challenges and research goals for the project in general. In general, the aim of the
LOMS service architecture is to create an open, standardized service environment that
provides the basic foundations for introducing ubiquitous, innovative services to the
general public or targeted customer segments, on top of any access network technology;
although in the LOMS project specific focus is on wireless access networks.

3.2 Users of the LOMS framework

It is important to keep the different users of the LOMS platform in mind. Indeed, the
framework targets at being an intermediary layer between possible providers and
operators, and the end-users. It aims at being a flexible service-oriented platform, where
the group of service providers is very varying. An overview of the intended users of this
platform is given below (Figure 3-1, see also the LOMS Glossary document [1]):
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Figure 3-1: Roles in the LOMS framework [1].
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·  LOMS Platform Operator: The LOMS Platform Operator provides a service
creation environment (SCE) allowing the development and deployment of end-
user services by LOMS Service Operators and Providers. The platform should be
open to allow easy integration of context information, contents, or services from
third party service operators and providers.

·  LOMS Service Operator: The LOMS Service Operator aggregates industry-
specific service templates for a dedicated group of LOMS Service Providers (e.g.
regional newspapers, restaurant owners, …). The LOMS Service Operator has
direct access to the LOMS platform in order to develop and adapt (enabling)
services. As the creation of end-user services might still be too complicated for
some LOMS Service Providers, the LOMS Service Operator might play a
mediator role in the creation of services. Here, the LOMS Service Operator
creates services templates. Then the LOMS Service Provider only has to fill in the
template to create an instance of a service.

·  LOMS Service Provider: The LOMS service provider creates end-user services to
be used by the end-users. To this end, he might use the help of an intermediate
LOMS Service Operator who provides service templates that make the service
creation process for the LOMS Service Operator a lot easier.

Apart from these pure LOMS framework roles also the end-user and third party provider
roles are important to consider:

·  End-users: An end-user is a general term indicating a human person, using end-
user services. They are mostly mobile and they use a wide variety of devices and
technologies, such as GSM (2G/3G), GPRS, Bluetooth, wifi, . . .

·  Third Party Providers: A Third Party Provider is a service provider that offers
(enabling) services to the LOMS Service Operators or Providers, either directly or
indirectly through the LOMS Platform. Third Party Providers may offer e.g.
information services (news, weather forecasts) or multimedia content.

3.3 Enabling Services

Enabling services are meant as functional or non-functional building blocks, enabling
easier creation of end-user services. This is achieved by lowering the threshold for
creating new services, by reducing the development of new end-user services to the
composition of already existing enabling services. These enabling services provide
state-of-the-art technologies that allow the user – the service provider in this case – with
an easy way to stay cutting edge and up-to-date. This deliverable goes more into detail
on the requirements for some enabling services such as context-awareness (section 4),
service administration (section 5), policy enforcement (section 6), and identity
management (section 7).

Figure 3-2 provides a global picture on the intended LOMS framework and shows many
of its facets. It shows where enabling services fit into this picture. Enabling services form
the layer on which the end-user services are built, and thus provide necessary
components for the LOMS platform.
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Figure 3-2: A global overview on the LOMS architect ure.
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4 Context-awareness

Context-awareness is an important key feature of the LOMS framework. Context-
awareness [10] in itself is a user-centered paradigm that models aspects such as user
location, time, proximity to devices and service access points, current activities, and any
other contextual information that may be relevant with respect to the users, devices and
services. Given the many users of the LOMS framework as specified in the previous
section and the possibility to share context information among these users, it is clear
that a context model that reflects this context information should be specified in an
appropriate form that is flexible enough to be processed and used by any device and
service interacting within a deployment of the LOMS platform. Therefore, a context
management service is one of the key enabling services of the LOMS platform that will
not only provide added value directly to the users, such as finding your favorite nearby
fast-food restaurant, navigation, etc., but it also provides a way for third party service
developers to benefit from this enabling service to enhance their own end-user services
in order to make them less intrusive to the user. The context management enabling
service will be responsible for the collection, distribution and exchange of context and
location data. In the following subsections we will identify specific requirements with
respect to context management. In the other sections we will also go into more detail
how the context management enabling service interacts with other enabling services to
provide an overall rich and integrated environment for deploying smart end-user
services.

4.1 Real-time context provisioning

Context may only have a short lifetime, e.g. the current location of a mobile user, or
trigger short-lived interactions with services being provided on systems in the vicinity of
the user. Especially in the area of context-aware communications, it is of utmost
importance that context information can be provisioned timely. When short range
communication is used, e.g. over a Bluetooth network, to detect a neighboring device’s
services, a device should be able to retrieve the context of this device before getting out
of range. Note that the major concern is not that context provisioning happens quickly. It
is far more important to have timing guarantees so that the context enabling service can
figure out if it is worth while to check out its neighboring devices. Having real time
guarantees for context provisioning involves timing constraints for the following context
management steps:

·  Real-time context collection and extraction:  Real time context collection
usually involves sensors of various kinds, ranging from audio and illumination
sensors, acceleration meters, GPS position systems to plain simple weather
sensors, which allow us to retrieve information with a certain accuracy and
granularity. For most of these sensors, the level of correctness as well as the
update frequency is also known.

Other sources of context information could be of interest as well: public
databases, web services, telecommunication networks, and user provided
information. The advantage is that the kind of information that can be extracted
may be richer in nature, but the main disadvantage is that the extraction may
suffer from lacking timing constraints in the information delivery, especially if it
involves remote information sources.
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·  Real time context recognition:  In most cases, the raw sensor input is not really
useful for an end-user service. It first has to be converted to a useful format or
combined with other sensor input to derive contextual information on the user or
device. For example, several accelerometers on the hip and wrist combined with
other sensor input could determine the posture or state of activity of a person,
e.g. whether he is walking, lying in bed, or running for the bus. This context
information could be used to find out whether it is the right time to interact with
the user. Of course, real time sensor acquisition is only one part of the real time
context recognition process; it also involves real time information aggregation and
interpretation using real time algorithms.

·  Real time context propagation:  In a last step the aggregated context should be
propagated to either the end-user or the 3rd party service providers (or service
operators) that need the information to effectively host and offer its end-user
services. For example, the real time billing of a telecommunication service may
rely on real time context propagation to non-intrusively charge the user (i.e.
charge the right user and only the right user) for the offered services. As such,
context propagation to the user or an enabling service can be local or remote. In
the latter case, the latency and throughput of the network infrastructure plays an
important role to ensure that real time context propagation meets the required
quality of service goals.

Many applications could benefit from real-time context provisioning. We will briefly
discuss one from the health-care branch where patients are continuously monitored for
their health status. For example, diabetic patients suffer from a chronic disorder of their
sugar metabolism due to an inadequate production or use of insulin. Therefore, they
regularly check the sugar level in their blood several times a day, either manually or with
sensor attached on the skin or implanted into the body, and inject an appropriate amount
of insulin to ensure their sugar levels remain within strict boundaries. Having diabetes
usually involves a lot of planning to find a right balance between eating and activities to
ensure that the insulin usage remains stable over longer periods and requires regular
check ups to ensure that the current treatment is optimal given the changing habits of
the user. The use of extra sensors attached to the body combined with real time context
provisioning could be used to determine user activities in order to automatically annotate
the sugar levels and the use of insulin in real time. This information could be used by a
doctor or medical specialist to adjust the treatment of the patient accordingly, even
remotely.

4.2 Open context specification for the exchange of context information

Open standards are a hot topic nowadays for exchanging documents in a format that
can be read and modified by different parties. A lot of attention is paid to XML formats as
the Holy Grail for interchangeability.  However, for context specification and exchange, it
is not only important to be able to process the context information but also to interpret
the information. A large difference with the XML based documentation formats, such as
ODF [27] and OpenXML [25], is that the semantics of the information should be shared
as well by all the parties. To this extend, XML only provides a tree based structure to
specify information. The interpretation is totally left to the user or the program.
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Many open specification languages exist. Some of them are generic purpose languages
(XML, RDF [1] The LOMS Project Team, “LOMS Glossary”, Version 04, September
2006.

[2], DAML [14], OWL [36][3]) or targeting a very specific domain. For example, dedicated
languages and specification formalisms have been proposed to model the hardware and
software characteristics of mobile handheld devices (CC/PP [22][23], UAProf [11]).
Another example of XML-based context specifications are the specifications by IETF in
the area of presence and location information [16][17][18]. The presence specifications
[16][17] provide a grammar (XML schema) for expressing presence information. In its
simplest form only limited presence information could be expressed (however, the XML
schema allows extensions). The extended RPID specification [17], however, provides
more presence expressiveness. Additionally, the location information specification [22]
provides a grammar (XML schema) for expressing location information. Two
mechanisms are supported, i.e. a system based on GPS coordinates and system based
on civil coordinates (country, state, street, …).

While there is a difference in expressiveness for these languages, there is often also a
difference in complexity to manage or process such specifications. As such, there is no
single one fits all context specification language. We will now review some of the main
requirements for an open context specification to be used for context exchange:

·  Comprehensive domain coverage and terminology:  An open context
specification language should provide a terminology that provides appropriate
coverage and a comprehensive representation of a domain in order to model
most of the concepts and terms needed for describing entities in a particular
domain. Concepts may be modeled with multiple synonymous representations
and may have hierarchical relationships to other concepts. The meaning or
interpretation of a concept may or may not be strictly defined and universally
accepted. This can for example be achieved by defining an ontology that
specifically fits a particular domain.

·  Semantic non-ambiguity and expressiveness: Information semantics involves
the uniform interpretation of a concept. This requires a strict support for non-
ambiguity in the specification language to ensure that each concept in the
terminology only has one meaning. Semantic expressiveness is the ability to
easily enhance the knowledge domain using the semantic primitives of the
specification language. More advanced semantic specification languages for
context provide support to model specialization and inheritance relationships,
aggregation, dependencies and constraints, etc.

·  Processing complexity:  Some languages appear to allow quite complex
processing, for both the data acquisition and processing (e.g. reasoning and
inference) parts. For example, some context models allow referring to other
remotely available context models to detail the semantics being in the context
model. This, of course, is a good thing as it improves knowledge sharing,
interoperability and universal interpretation. However, it also increases the
complexity to process context models. As the LOMS platform targets different
platform devices in a mobile environment, an appropriate balance should be
found between processing complexity and language expressiveness.
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·  Specification language interoperability:  As mentioned earlier, there is no one
single specification that will solve all issues with respect to context provisioning in
an open fashion. For some purposes, the use of a particular dedicated language
may be so pervasive that this in itself would be one of the reasons not to re-
implement the same concepts in another more generic specification language.
Therefore, the ease of integrating different specification languages is also an
important concern. In some cases language interoperaberability may not be such
a big problem as they all layer on top of the same specification language. For
example, although OWL and UAProf target different domains, they build upon the
specification primitives offered in the RDF language, which in itself is XML-based.

Note that semantic expressiveness has nothing to do with the extensibility of the
terminology of the specification language. For example, the Web Services Description
Language (WSDL) [4] has been very successful as a syntactic specification language to
interact with web services using different backend environments. However, the language
does not provide any support for a consistent interpretation of the web service content.
Other web service languages, such as OWL-S [31] and WSMO [24], have been
proposed to add a semantic layer on top of the syntax of the web service.

For humans it is natural to communicate and interpret the communication in a specific
context. The goal of using open context specification languages is to simplify the
capturing, transmission and interchangeability of this context information between
systems, so that these systems can understand the exchanged information in a specific
context, comparable with human communication. So far, ontologies seem to be the most
promising way to do so. Ontologies [37] are a well known concept in the knowledge
representation community to model concepts and the relationships that hold among
them and their semantic interpretation is universally accepted. Many dedicated XML
based languages exist to model ontologies, but the best known language up to now is
the Web Ontology Language (OWL), a markup language for publishing and sharing data
using ontologies on the World Wide Web. However, special attention will need to be paid
to the overall complexity for processing OWL ontologies and how this may conflict with
the concern of real time context provisioning that was mentioned earlier.

4.3 User-centric and service-centric context

There is a growing interest in context-awareness for making mobile devices aware of
their users and their physical environment. Context is often defined as any information
that can be used to characterize the situation of an entity and often includes current
location and time, user preferences and activities, available devices, services and
resources in the vicinity. Given the scope of the LOMS framework, we can distinguish
two important contextual concepts: the user and the services. For the latter, we can
make a differentiation between end-user services and enabling services.

·  User Context:  The context of the user is exploited for non-intrusive service
behavior. To that extend, the more is known about the user, the better quality of
service can be delivered. Of course, this largely contradicts with privacy concerns
of the user. Therefore, it is up to the user to specify personal information
regarding age, gender, current activities, schedules, etc. and to specify a privacy
policy defining how this context data can be used by service providers (see
section 6.3.3).
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·  Service Context:  To support flexibility and mobility, context information is used
to personalize services and to adapt services to heterogeneous networking
environments and to a device’s capabilities. The intelligent device is capable of
acquiring and aggregating this context information, allowing context-aware
applications to support user tasks by acting autonomously on their behalf and
making computing and communication transparent to the users in day to day
activities. The service context may define who developed it, how the service
should be executed, locally or remotely, what the provisioned QoS should be,
what its resource requirements are, how it should be interfaced both by the user
and other services, who has access to it, billing, etc. More on this in the section
on semantic service specification (section 5.1), where other contextual concepts
are defined.

Note that from a context management perspective, there is no clear separation on how
this context is processed. However, the real difference is made on where the context
enabling service is deployed. If it is deployed on a mobile handheld device, it is likely
that the largest part of the context information being processed will relate to the owner of
the device, i.e. user context. On the other hand, for service providers (or operators) that
offer end-user and enabling services, it is assumed that they are mostly processing
service context and will use user context whenever made available to provide a better
quality of service and increase the non-intrusiveness should the user prefer so.

4.4 Device independence

Although it may seem straightforward, the provisioning of context should be independent
of the device on which the context enabling service is deployed. As a consequence, this
means that the enabling service can be deployed on a wide variety of systems, ranging
from high-end service provisioning platforms to low-end mobile handheld devices. As
context management in itself is already a complicated task, collaboration between
devices should be encouraged in the LOMS platform to overcome the constraints of
resource limited devices. This may include storage space for temporarily offloading the
context, offloading the process of inference or reasoning to more powerful platforms,
delegating service requests to devices with multiple network connections, etc.

Another approach would be to develop a thin client for handheld devices assuming that
more powerful platforms will always be available in the vicinity of the user. Although this
may loosen the resource constraints for the context enabling service, it complicates the
mobility aspect of the thin client. This requires advanced routing mechanisms for mobile
ad hoc networks in order to make sure that the thin client will get what he asked for.
Given the increase of computational power, it is very likely that the resource
specifications of mobile systems as well as wireless network coverage will continue to
increase so that these problems can be overcome.

4.5 Integration with IMS

Within the LOMS framework, the context management enabling service must operate
with services in the IP Multimedia Subsystem (IMS) [39] domain and Web Services in
the IT domain in order to provide them the most appropriate context information. The
LOMS framework will be built on top of the IMS. Therefore we will not only need to
investigate how context information can be provided to the services deployed on top of



ITEA Project 04012 LOMS – Local Mobile Services 13.09.07

© LOMS Consortium Page 17

IMS, but also how to integrate the context management enabling service with IMS to
leverage on the context-awareness capabilities that IMS already provides:

·  Home Subscriber Server (HSS):  The HSS (Home Subscriber Server) is the
master user database that contains the subscription-related information (user
profiles) and can provide information about the physical location of user.

·  User and Device Identities:  The IMS provides identification mechanisms to
identify the user and the device: the International Mobile Subscriber Identity
(IMSI) identifies the user uniquely, the Temporal Mobile Subscriber Identity
(TMSI) is generated per geographical location to improve privacy, and the
International Mobile Equipment Identity (IMEI) is a unique device identity. Apart
from these identities, the IMS system also introduces a public and private identity.
The public identity is the end-user’s routable SIP address while the private
identity (which is derived from the IMSI) is used during authentication of the user
in the IMS systems and is not used for message routing purposes.

·  Application Server:  Application servers (AS) can host and execute third party
services within the IMS infrastructure. These services may be location based
services (cfr. 3GPP Spec TS 23.271 Location Services (LCS) [40]), offer
presence information (cfr. 3GPP Spec TS 24.141 Presence Service [41] using the
IMS Core Network subsystem), etc.

Many other 3GPP specifications cover these context-related services while focusing on
issues like security and privacy. An overview of all relevant specifications that would be
of interest to the LOMS framework would be beyond the scope of this deliverable, but
the interested reader can find an extensive list at                  
http://www.3gpp.org/specs/numbering.htm.

4.6 Requirements

This paragraph concludes by listing the actual requirements for the LOMS platform with
respect to context awareness:

·  Real time provisioning:  context must be collected from every possible
information source, such as sensors, public database or user provided
information. Once context is collected, context information must be aggregate to
recognize upper level situations, such as the user is lying on his bed. Finally
context information must be propagated to other parties that may need or take
benefit of this information.

·  Open context specification:  Context must be specified with an open
description, publicly available. This description must be complete to include the
necessary information, while remaining sufficiently simple to reduce processing
complexity. Interoperability mechanisms may be needed when the context system
will have to interact with existing context descriptions defined with different
languages.

·  Device independence:  The context-aware enabling service must be independent
of the user device, in order to provide context-aware service to a wide range of
devices.

·  Integration with IMS:  As described above, the IMS systems plus SIP-based
application servers already provide a source of (raw) context information. It is
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clear that these context aware enabling services should also be integrated in the
LOMS platform.

·  Privacy:  The user must be able to define a privacy policy regarding the context
data he wants to share with others.
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5 Service administration

Enabling services aims to ease the creation of new services. Since the number of
enabling services (or services in general, thus also including end-user services) can
potentially be quit high, an easy administration of services is also necessary. Service
administration includes, deployment of services, upgrade of services, discovery and
advertising of services … This is typically called Service Lifecycle Management. While it
is clear that service lifecycle management should be an integral part of the LOMS
platform (i.e. it should be a core functionality of the SDP), it is also clear that services
integrated with the platform (enabling services or end-user services) must conform to the
service lifecycle management approach of the LOMS platform. Therefore, in this section,
we present the requirements for service administration, viewed from the services
perspective (i.e. we give an indication of which service administration functions the
services must support. Consequently, the LOMS platform should also support this). We
group them into three categories: (1) semantic service specification; (2) look-up services,
service discovery and service catalogs; (3) service life-cycle management.

5.1 Semantic service specification

One of the interesting research challenges is researching of semantic specifications for
services. By providing a declarative and semantic specification of end-user and enabling
services, the service provider (or service operator) can create and adapt his services in
a more intuitive way. Semantic specifications also aim to improve service discovery, by
matching requests and services not only on service interface, but also on the internal
process of the service, the overall goal of the service, the policies of the service, etc.

Current approaches on semantic service specification rely on the OWL-S language,
which is an ontology dedicated to service modeling. Based on the success of OWL-S,
the SWSL (Semantic Web Service Language) Committee [5] decided to develop a
computer language technology that will provide a firm, long-term foundation for the
future of Web services on the Internet. The Committee seeks to develop a formal
language that allows for rich declarative specification of a wide variety of information
about Web services, which will support automation of a broad spectrum of activities
related to Web services, such as discovery, selection, composition, negotiation and
contracting, invocation, monitoring of progress, and recovery from failure. The committee
aims to build on the success of OWL-S [31], taking the existing language as a starting
point, while allowing scope for the revisions and additions necessary to address these
new requirements.

SWSL has divided the requirements for Semantic Web services languages into two
categories – functional requirements and formalization. The two following subsections
present these requirements. These requirements were defined for the SWSL language,
however we think they are valid for most of the languages for semantic process
specification, and therefore are relevant for LOMS.

5.1.1 Functional requirements

These are the requirements to support the various aspects around operation of and
interaction with one or more Semantic Web Services. These requirements are
subdivided into four broad categories. While there is overlap between the categories,
they highlight four fundamentally different perspectives on services and their
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composition, and suggest the different kinds of modeling and reasoning that must be
addressed.

Advertising and matchmaking:  In order for a new service to be used it needs to be
discovered and a correspondence needs to be established between the goals of the
client agent with the capabilities of the service. Discovery is made possible primarily by a
set of semantic descriptions, which are analogous to advertising in the material world.
This information needs to be expressed in a formal logical language. On the client side,
the goals of the agent must also be described in a formal language. The primary purpose
of matchmaking is to find a ‘sufficiently good’ similarity between the goals of the client
agent and the advertised capabilities of the service. Generally, the match is determined
by heuristic algorithms, which are aided by domain-specific ontologies that define the
terms used in the advertisements as well as descriptions of the agent’s goals. WSDL
and analogous signature-like descriptions based on parameter types or sequential
behaviors can also be used in support of matchmaking. Once a first phase of
matchmaking is accomplished based on semantic descriptions, a second and more
detailed determination of the “fit” between discovered services can be performed using
signature-like descriptions.

Negotiation and contracting:  A semantic correspondence produced by the process of
matchmaking is no guarantee that the client can actually use the service. For instance,
the service might not accept the type of credit card that the client plans to use. Making
sure that the client can, indeed, use the service (i.e., the service satisfies the functional
goals of the agent) and that the terms of the use are acceptable to both sides (e.g.,
qualitative goals, behavioral properties) is the purpose of negotiation and contracting.
Negotiation and contracting is enabled by a formal description of the capabilities of a
service. (Note that WSDL is not enough for this purpose, since it is not capable of stating
what a service does – only how to invoke it.) Note that description of service capabilities
is related to advertisements and a subset of such descriptions can be expressed using
the same formalism. However, advertisements will probably require different types of
ontologies (for instance, the concept of “cheapness” is less likely to be useful in
contracting, while it is obviously useful in advertising). In addition, contracts may have
behavioral, process-like aspects, which would describe what the service will do in
response to certain client actions. For instance, a contract might say that the service will
collect escrow if the client cancels the contract after certain date.

Process modeling:  Process modeling is relevant to several aspects of Semantic Web
Services. We already mentioned the possible role in describing the behavioral aspects of
contracting. Service composition is another application domain, since a composite
service is, obviously, a process with a possibly nontrivial internal structure. Composite
processes can be created “by hand” by the user or they can be produced automatically
by a planning agent. In addition, the service might provide an abstract model of its
underlying process to either assure its customers or, possibly, to enable simulation of
the service’s operations. Formalisms that describe data types (such as WSDL),
sequential patterns of operation, and related properties can be useful in reasoning about
service compositions and their process models.

Process enactment:  The client must be able to monitor the execution of a composite
service – a concept well-familiar in workflow management. For instance, the client might
decide to cancel, if the service invocation is far from being finished or to wait otherwise.
To enable monitoring, some structure of the process underlying the service might need
to be exposed to the client. Thus, process modeling and monitoring are closely related.
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Process enactment also involves other aspects, such as “wrapping” of components (e.g.,
to re-format parameters passed between services, also called marshaling), constraint
checking during execution, authorization, exception handling, etc.

5.1.2 Formalization

These requirements are intended to help identify the formalisms that can adequately
support the functional requirements. They are also intended to enable such activities as
formal translations between SWSL and other formalisms and languages, and analysis
and verification of properties of SWSL artifacts.

General Language Properties:  The language should have the following properties:

·  Declarative semantics, in the typical sense used in knowledge representation
where the meaning may be expressed in a logical framework that establishes
overall principles of what conclusions are sanctioned from a set of premises.

·  Compositional, in that the language constructs may be put together in an order-
independent manner.

·  Extensible, in that the language can grow for example in ways described in
W3C’s Extensible Languages Note.

Expressive Power:  The language should be capable of expressing the following:

·  interface descriptions;

·  functional and behavioral specifications of component software;

·  simple workflow descriptions;

·  incomplete service specifications (that may evolve incrementally);

·  contraints;

·  temporal contraint satisfaction;

·  exceptions;

·  plans and planning domains;

·  scheduling;

·  security issues (ownership, permissions, trusted boundaries, ...);

·  policies;

·  hypothetical scenarios (what-if reasoning);

·  Compositions of sub-activities (where the sub-activities may have various
constraints).

Meta properties:  The language should have the following properties:

·  understandable by a broad range of practitioners;

·  usable tools should be able to be written by a broad range of practitioners (thus
enabling the quick assembly of critical mass and a user community);

·  integrated with existing semantic web and industry standards, e.g., OWL-S, OWL,
RDF, XML, SOAP, WSDL, BPEL, PSL; able to address the knowledge
representation and programming language aspects of web services
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·  interoperable with automated reasoning techniques

·  capable of linking to remote service specifications

·  capable of supporting analysis

·  capable of interoperating with programs that can execute a (partial or complete)
process model

·  capable of supporting multi-party activities across organizational boundaries

·  capable of supporting life-cycle management and process control

·  capable of supporting the specification of taxonomies of services and service
descriptions including the notions of cost, owners, resource requirements,
payment mechanisms, etc.

·  Capable of importing external ontologies (e.g., time, cost, e-commerce,
geospatial, etc.)

·  a general extendible annotation mechanism

5.2 Look-up services, service discovery and service  catalogs

5.2.1 Introduction

To enable advertising and matchmaking, some mechanism is required for services to
find possible peer services. Indeed, if a certain client service requires certain
functionality, it must be able to search for services that offer this functionality. This
process is called service discovery.

5.2.2 Look-up services

A popular way for achieving service discovery is providing another service, a look-up
service, which is universally known by all services. Services that offer some functionality
register themselves in this look-up directory – also called a service register or catalog –
together with the semantic specification of what they offer. This is called service
advertising, as mentioned before. When a certain service requires certain functionality
he semantically specifies what he is looking for and sends this to the look-up service. A
match between what he needs and what is offered is then made and the look-up service
refers him to the relevant service(s).

Typically, a look-up service offers different kinds of information for each service:

·  white pages: this contains contact information for that service, for example the
address.

·  yellow pages: this contains the industrial classification of the service.

·  green pages: contains the semantic specification, and the technical capabilities of
the service.

Also, the semantic specification should be rich enough, which in the current state-of-the-
art is not always possible.

While this general mechanism is very straightforward, certain issues of interest need to
be addressed here:
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·  Discovery of look-up service:  The assumption made before is that the look-up
service is universally known by all services. This assumption is strict as it
introduces a lot of dependencies. Another solution would be a service discovery
protocol, where a service can query its environment for the look-up service.
Examples of these protocols are: the JINI service discovery protocol [38], the
SSDP (Simple Service Discovery Protocol) in the UPnP standards [12], Bluetooth
Service Discovery Protocol [13] …

·  Distributed look-up service:  Instead of having one lookup service, which
becomes then a bottleneck and a single-point-of failure for the entire system, this
service can be distributed. One such example is the Chord/DHash project [9].

A relevant standard in the Web Services world is UDDI [29] (Universal Description,
Discovery and Integration of web services). This is a look-up service to find relevant web
services.

5.2.3 Multicast service discovery

Service discovery can also be done without the need for a centralized or distributed
service catalog. A relevant standard for discovery of web services by use of multicast is
WS-Discovery [30]. The primary mode of discovery is a client searching for one or more
target services. To find a target service by the type of the target service, a scope in
which the target service resides, or both, a client sends a probe message to a multicast
group; target services that match the probe send a response directly to the client. To
locate a target service by name, a client sends a resolution request message to the
same multicast group, and again, the target service that matches sends a response
directly to the client. To minimize the need for polling, when a target service joins the
network, it sends an announcement message to the same multicast group. By listening
to this multicast group, clients can detect newly-available target services without
repeated probing.

5.2.4 Service catalogs

As we said before service catalogs are used by service discovery protocols to find
services. In the IT domain, a service catalog is not only a service repository but also
includes a set of service descriptions targeted to service customers. These customer-
oriented descriptions are used by humans to select services. Therefore they can contain
text, pricing options, levels of service (bronze, gold...). The notion of service catalog has
similarities with service repositories, but where a service repository is accessed by a
service discovery protocol, a service catalog is accessed by a person.

A service catalog aims to describe the services offered by a company to customers. The
content of a service catalog is targeted to service customers. The description of each
service should be as detailed as possible, and should include:

·  The features of the service - the specific deliverables or tangible offerings of the
services that answers the customer’s question “what do I get out of this service”.

·  The commitments made for the delivery and quality of the service - for example,
commitments associated with service availability, incident resolution, request
processing, etc.
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·  The conditions under which the service is offered - policies or processes that
must be followed, requirements that must be met, limitations the customer must
understand, etc.

·  The metrics that are accepted by both IT and the customer and will be used to
measure the successful delivery of the service - including how they are collected,
calculated and reported.

·  The pricing model that will be used to charge customers for the services (if a
charging arrangement is in place).

5.3 Service life-cycle management

Another important aspect in service administration is the management of the service in
its life-cycle. The typical service life-cycle consists of the following stages:

·  Service creation

o Service design:  Process modeling, service modeling.

o Service implementation:  The actual coding of the modeled service. This
can happen automatically.

·  Service deployment:  The deployment of the coded service into the framework.
Certain dependencies have to be made and assured by the framework.

·  Service maintenance:  For example the off-line or on-line updating of a service,
but also at run-time tuning of parameters.

·  Service withdrawal:  At the end of the service lifecycle, the removal.

This requires efficient and easy-to-use interfaces for service operators and providers to
both network capabilities (e.g. call control, user positioning and presence) and to a set of
functions common for deployment and management of end-user services (e.g.
provisioning, charging, etc.). Also, in order for the developed end-user services (and
also the enabling services) to be manageable by the LOMS platform they must adhere to
the life cycle management principles provided by the LOMS platform. The OASIS
specification on Web Services Distributed Management [33] might provide a good basis
to implement Web Service management in the LOMS platform, and conforming services.

A service life cycle can be expressed in a state transition diagram. Specifically for Web
Services, a standard has been proposed on Web Service Management to describe the
service life cycle [32]. An example of such a state diagram is given in Figure 5-1.
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Figure 5-1: An example of a state diagram illustrat ing the lifecycle of a Web Service.

The architecture must also provide a mechanism to update services. We distinguish two
kinds of update mechanisms: on-line updating and off-line updating.

Off-line updating:  Off-line updating means that the service becomes unavailable for all
the users during the update process. This implies that we have to (1) terminate the
current sessions, (2) make the service unavailable, (3) update the service and (4) make
the service available again. Off-line updating imposes a downtime during which the
service is unavailable.

On-line updating:   On-line updating means that the service is updated while running;
there is no downtime, and the update happens transparently to users.

Dependency management and service versioning:  Another important aspect related
to service management is the dependency management. End-user services can depend
on other services for providing certain functionalities, and on other end-user services.
This leads to complex dependency graphs between services. If one of those services is
updated to a new version, this possibly breaks an interaction between services and thus
this update of a service affects the end-user service. For that end, it may be possible
that the older version of a service needs to stay installed alongside the newer version.
Some kind of system is required to manage these types of complexities and to handle
different versions of a service.

5.4 Requirements

This paragraph concludes this section by listing the actual requirements for the LOMS
framework with respect to service administration. We have presented three clusters of
requirements:

·  Semantic service specification:  the LOMS framework must provide a language
to define the semantic of a service.

·  Look-up services, service discovery and service cat alogs:  the LOMS
framework must provide a mechanism to advertise and discover services. The
framework may also provide a service catalog to enable service customers (or
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service developers) to choose the service they want (to be able to develop their
own services).

·  Service life-cycle management:  The LOMS frameworks must provide functions
for service life-cycle management. Also, end-user services and enabling services
integrated with the LOMS platform must adhere some (perhaps not all) to the life
cycle management principles of the LOMS platform. This means that both the
LOMS core platform and the services must implement life cycle management
functions. However, it is possible that some life cycle management functions are
only needed in the core LOMS platform and not in the services.
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6 Policy enforcement

In this section we present the requirements for policy enforcement within the LOMS
platform. Here we understand policy enforcement in the sense of verifying whether a
request sent by a client to a service conforms to the policies required by the contacted
service. The main types of the policies under consideration in LOMS refer to
charging/billing, security and privacy, but of course, there are many other types of
policies, e.g., delivery policies that could also be considered and integrated. As a first
requirement, we identify the need to have the possibility to extend the set of
supported policy types  for services on the LOMS platform. This concerns enabling
services as well as end-user services (or, alternatively, the templates for end-user
services).

6.1 Principle

Services have functional and non-functional properties. Functional properties define
what a service does, and non-functional properties define how. Policies define non-
functional properties of a service. For example, a security policy defines the security
mechanisms to be used during service delivery, such as encryption mechanisms for
privacy and integrity and digital signatures for authenticity purposes. Charging and billing
policies define how the service client is charged. In LOMS, a service client can either be
an end-user (as a client of and end-user service) or an end-user service (as a client of
an enabling service). Privacy policies define what information the service is willing to
disclose and under which conditions.

Policy enforcement is an important task of the LOMS platform for both, end-user
services as well as enabling services. The task of policy enforcement is to verify that the
required non-functional properties of enabling services (expressed by policies) are
followed.

In the LOMS framework, we think of the following service development and deployment
approach: The LOMS platform operator himself and additionally third party providers
provide enabling services on the LOMS platform. These enabling services are meant as
building blocks for end-user services. New end-user services can be developed using
these building blocks. More specifically, there is a two-step approach for service
development:

·  Firstly, service operators develop templates for end-user services and make the
templates available to LOMS service providers. These templates already define the
functionality of an end-user service, but a number of parameters still need to be
provided to be able to become a running end-user service on the LOMS platform and
thus being accessible to end-users (e.g., for a restaurant service, the dishes and
their prices need to be added).

·  Secondly, LOMS service providers just need to select a template offered on the
LOMS platform and configure it by providing the required parameter values (this task
is supported by (parts of) a Service Creation Environment to be developed in LOMS).
Finally, the LOMS service provider deploys the new end-user service on the LOMS
platform, and the end-user service becomes accessible to end-users.

Policy enforcement comes as an added value to services. A service is not linked to a
specific policy. Indeed, a service provider must be able to associate different kinds of
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policies to services. Thus, the policy enforcement architecture must provide mechanisms
to enforce policies without needing to modify the service. For example, we can imagine
that a service will be developed by a core software developer or by a business process
engineer. During this phase the functional properties of the service are defined. Then,
during the next phase, the system integrator should be able to define the policies
associated to the service, without modifying it.

6.2 Aggregated policies

An aggregated policy is a set of elementary policies associated to a service, such as, a
charging and billing policy, and a security policy. Enforcing a policy is an atomic
operation, a policy is enforced or it is not. Thus, for an aggregated policy, atomicity
means that if the aggregated policy is enforced all the elementary policies are enforced
and that if the aggregated policy is not enforced then none of the policies is enforced.

When the policy enforcement subsystem must enforce an aggregated policy, it must
interact with different sub-systems of the LOMS platform. For example to enforce a
privacy policy it must interact with the context management system. To enforce a
charging and billing policy the policy enforcement subsystem must interact with the
identity management system and the billing system. In order to simplify the design of the
policy enforcement subsystem, and to make it expandable, it is required that these
different subsystems expose a common interface to e nforce policies . Relying on a
common interface between the policy enforcement subsystem and the other subsystems
will also enable to add new kinds of policies later on, without modifying the policy
enforcement subsystem.

Inside an aggregated policy, it should be possible to express priorities or an order of
policy enforcement . For example, security must be enforced at the very beginning of
service delivery. Once security is enforced quality of service and billing can be enforced.
In the same way, some policies inside an aggregated policy may be optional. For
example, an optional policy may not be enforced if the capabilities of the user terminal
are too limited.

6.3 Policies

The LOMS framework should support several types of policies. In this section, we
describe the three mandatory policies types for the framework: charging and billing,
security and privacy.

6.3.1 Charging and Billing

First of all, the term billing can refer to different things:

(a) In the areas of data processing and telecommunication, billing generally refers to
the allocation of costs of stressed services to their originator, in order to account
in certain intervals (e.g., monthly) or casewise.

(b) In the area of telecommunication, billing covers – apart from the pure cost
allocation – the creation of the bill of charges, issuing an invoice, and invoice
pursuit.

(c) In the area of mobile telecommunication, customers with postpaid accounts are
billed after a specific period, in which their calls and the usage of other services
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have been aggregated through rating and charging. Customers with a pre-paid
account have a rechargeable credit and are charged in real-time (or near real-
time) each time they access services.

For the purpose of this document, we take the definition (c) and distinguish between
charging and billing.

Concerning charging and billing, we can coarsely distinguish between the following three
kinds of policies:

�  A pricing policy defines the parameters required to determine the am ount to
charge for using a service  – note that it probably takes different context-
dependent parameters to determine the service usage fee.

The pricing policy specifies, e.g., whether a ground fee is charged and whether
the service is charged volume- or time-based.

Note that the pricing policy does not describe how these parameters are
specifically combined to find the usage price at runtime. In particular with respect
to end-user services, this is a rather complex task depending on the current
context (e.g., location, time, contract with the individual end-user), such that the
actual rating and charging is usually performed by a dedicated billing server.
However, we require that it should be possible to request an advise-of-charge
(AoC) prior, during, and after actually usage of a service .

�  A billing policy defines the parameters of invoicing , like the period of invoice
issuance and whether the service charges come together on the same bill with
other service charges (ideally, there is a one-stop charging and billing  for end-
users).

�  A payment policy defines the required ways of payment , like, e.g., pre- or
postpaid and probably other more generic ways of payment (credit cards, debit
note etc.).

On one hand, it is desirable to have a complete definition of the actually charged prices
for each provided enabling service, e.g., in order to have full knowledge of the upcoming
costs when developing a new end-user service that makes use of enabling services.
However, the situation is different for end-user services, where more flexible charging
models are frequently applied. It therefore remains to be investigated to what extend the
actual usage price should be determinable with the information provided by the pricing
policy.

As an example, consider a LOMS service provider A: When using A's offered end-user
service SA, it might first request an enabling service SB of a third party service provider
B, e.g., a location service, for some information. SA then provides a value-added service
to the end-user, relying on the result of this intermediate enabling service request. When
an end-user requests SA, the end-user will be charged as specified in the charging and
billing policies of SA configured by A. Moreover, A is charged by B as defined in the
charging/billing policy of SB. We may provide the LOMS service provider an ad hoc tool
to help him to define the end-to-end charging/billing policy. The Policy Enforcement
Subsystem in the LOMS platform is responsible to call a billing subsystem (which could
in turn be realized as a billing enabling service calling a billing server) in order to perform
the according charging steps.
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As we said before, policies should be added to services with minimized modifications on
the services themselves. Charging and billing could come as a proxy which receives a
service request, calls the intended service (end-user service or enabling service), logs
service requests for further charging (accumulation, offline charging) or directly connects
to a charging server (online charging), and finally returns the service result.

Charging and billing should be handled by a separat e billing server  to which the
billing proxies connect when necessary. Using the federated identity management
system (see section 7), service clients – i.e., end-users or end-user services as
mentioned before – should be automatically authenticated at the billing server.

Charging will rely on the federated identity enabling service in order to guarantee that:

(a) an end-user who is charged is actually the one that really used  the end-user
service, or

(b) the LOMS service provider (who has deployed the end-user service) that is
charged is actually the one whose end-user service requested the enabling
service.

Indeed, depending on the nature of a service and the preferences of its client, it is
important to be able to propose different charging and billing schemes. Depending on
the business cases envisioned in LOMS, other charging, billing and payment policies
might need to be added in the future.

6.3.2 Security

Security is a major concern for LOMS. In the service area, security refers to content
integrity and confidentiality [28]. Content integrity means that the content of messages is
not changed while the message goes from the service client to the service provider.
Confidentiality means that no third party can read the content of messages, while they
are transmitted over the network.

We have seen in the previous subsection that, in the case of composed services, a
service provider can also be a service client. In the case of security, the security policy
must be enforced end-to-end, meaning that the same or a stronger security policy must
be enforced between all the parties involved in the service delivery.

Security will rely on the federated identity enabling service. Indeed, a key mechanism for
security is to authenticate the peers involved in the service. Authentication usually relies
on a certificate which associates an encryption key to an entity (person, website, etc.).
Once the key associated to the user is known and certified, the service provider can use
this key to encrypt the messages it sends to the service client.

In the area of Web Services, the standard WS-Security [28] has been defined by OASIS.
This standard defines extensions to SOAP messaging. For example, SOAP messages
include certificates and the description of the used encryption algorithms. WS-Security
should definitively be considered in LOMS, especially for interoperability purposes with
external platforms relying on Web services.

6.3.3 Privacy

Privacy is the third mandatory policy for LOMS. Privacy protects information, which the
user wants to keep private, from being publicly disclosed or accessed by unauthorized
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parties. Privacy is important for LOMS because the framework will provide context-aware
services, which rely on privacy sensitive data, such as the user preferences or location.

In the same way as security and billing policies are defined from end-to-end, privacy
policies must be defined from end-to-end in order to enforce the same policy among all
the parties that are involved in service delivery.

Another requirement to guarantee privacy is that several providers of privacy sensitive
data must not be able to share the data they own in order to infer or deduce information
that the user wants to keep private. This requirement is needed if the privacy sensitive
information is distributed across several entities. This aspect still need to be defined and
may be beyond the scope of LOMS.

The privacy policy enforcement will have to interact with the context-awareness enabling
service and the federated identity management enabling service. Indeed, the context
aware enabling service must take into account the policies requirements defined by the
user when retrieving context data associated to the user. The privacy requirements of
the user, expressed in a privacy policy, will also have an impact on the quality of service
provided by end-user services and the end-user experience while interacting with end-
user services. For example, the user can state that he wants to disclose his location with
an accuracy of 100 meters or one meter. This accuracy information will typically have an
impact on the relevance of the information retrieved by a service that finds close
restaurants.

Interactions with the context-awareness enabling service imply that the policies
requirements defined by the user must be understandable by this enabling service. At
least there must be a system to translate these requirements so that they are taken into
account and that the privacy policy is actually enforced. Similarly, if other subsystems of
the framework store privacy sensitive information, these subsystems must support the
enforcement of user defined privacy policies, in the same way as the context-awareness
enabling service.

6.4 Policy description

Policy enforcement involves an agreement between the service provider and the service
client on the policy to be used. In order to reach this agreement, each party must
describe the policies it supports. Indeed, enforcing a policy consists in reaching an
agreement between these two parties. This agreement between the two parties relies on
a shared language to describe policies.

WS-Policy [15] is a language whose goal is to describe policies. WS-Policy comes from
the Web Services area and is used by several major vendors in their service products.
IBM SPDE, Microsoft CSF, Bea Logic supports WS-Policy. Currently, WS-Policy is a
specification and has been submitted to W3C in April 2006 and will become a standard
in the future.

Given the momentum WS-Policy is gaining in the industry, we should consider it as a
serious candidate to describe policies in LOMS. Section 6.4.1 gives an overview of WS-
Policy.

Apart from WS-Policy, also other standardization bodies work on policy related
standards. In section 6.4.2 we describe the work done within the IETF GEOPRIV and
SIMPLE working group. Both working groups work on privacy related policies. IETF
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GEOPRIV defines a common policy framework and a location specific privacy policy
while IETF SIMPLE defines a privacy policy with respect to presence information.

6.4.1 WS-Policy

WS-Policy provides a flexible and extensible grammar for expressing the capabilities,
requirements, and general characteristics of entities in an XML Web services-based
system. WS-Policy defines a framework and a model for the expression of these
properties as policies. Policy expressions allow for both simple declarative assertions as
well as more sophisticated conditional assertions.

WS-Policy defines a policy to be a collection of one or more policy assertions. Some
assertions specify traditional requirements and capabilities that will ultimately manifest
on the wire (for example, authentication scheme, transport protocol selection, etc.).
Some assertions specify requirements and capabilities that have no wire manifestation
yet are critical to proper service selection and usage (for example, privacy policy, QoS
characteristics). WS-Policy provides a single policy grammar to allow both kinds of
assertions to be reasoned about in a consistent manner.

WS-Policy stops short of specifying how policies are discovered or attached to a Web
service. Other specifications are free to define technology-specific mechanisms for
associating policy with various entities and resources. Subsequent specifications will
provide profiles on WS-Policy usage within other common Web services technologies.

6.4.2 IETF privacy related policies

During the work in the IETF geopriv (geolocation privacy) working group, the need for
authorization policies that allow an end-user the possibility to disclose his location
information to 3rd parties became very clear. Also, within the IETF simple working group,
the need for authorization policies that manage an end-user’s presence information was
necessary. Therefore, within the IETF geopriv working group, work was started on a
common policy framework and document format [19]. This common policy framework
and document format is then further extended for the specific needs with respect to
location information [20] and presence information [21], as sketched in Figure 6-1.

Figure 6-1: Common policy enhancements

IETF geopriv defines a policy as a ‘rule set’. This rule set contains an unordered list of
‘rules’. A rule itself has ‘conditions’, an ‘actions’ and a ‘transformation’ part. The term
‘permission’ indicates the action and transformation components of a rule. The specific
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policies for location and presence define extension to the conditions, actions and
transformation parts, on top of those already defined in the common policy document
format.

Other terminology introduced are:

·  PT – Presentity / Target: The PT is the entity about whom information has been
requested.

·  RM – Rule Maker: RM is an entity that creates the authorization rules which
restrict access to data items.

·  PS – (Authorization) Policy Server: This entity has access to both the
authorization policies and to the data items.

·  WR – Watcher / Recipient: This entity requests access to data items of the PT.
An access operation might either be a read, write or be any other operation.

A rule in a rule set can have a number of conditions that need to be met before
executing the remaining parts of a rule. An example condition is the identity condition.
The identity condition restricts matching of a rule either to a single entity or a group of
entities.

Transformations specify operations that the Policy Server (PS) must execute and that
modify the result which is returned to the Watcher (WR). This functionality is particularly
helpful in reducing the granularity of information provided to the WR, as for example
required for presence and location information.

Actions, on the other hand, specify all remaining types of operations the PS is obliged to
execute. Presence authorization policies for example describe the possible actions a PS
can take on subscription handling, i.e. a watcher wants to subscribe to presence
information of a presentity. The defined actions are block, confirm, polite-block and allow
the subscription.

When a watcher has made a request for privacy sensitive data, the PS will evaluate the
respective authorization policies. It is possible that multiple rules in the rule set have
matching conditions, so multiple rules are valid for this request. Therefore, a mechanism
for combining rules must be available. The common policy framework defines an
algorithm for rule combining.

6.5 Integration with IMS

For each kind of policy, the policy enforcement mechanisms must interoperate either
with services in the IP Multimedia Subsystem (IMS) domain and services in the IT
domain, which are typically Web Services. In the previous section, we stated that the
policy enforcement system of LOMS must interoperate with the related Web services
standards, such as WS-Policy and WS-security. The LOMS platform will also include an
IMS system as part of its architecture and therefore, the LOMS platform must also
interoperate with the IMS counterparts of these Web Services standards. For example,
suppose that we have a service that is composed of a service residing in the IMS
environment and a Web Service. To enforce an end-to-end security policy for this
composed service, the policy enforcement system must find an agreement between the
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two different services and the user. Such an agreement implies that the policy of the IMS
service must be mapped to a corresponding policy of the Web service.

6.6 Requirements

This paragraph concludes this section on policy enforcement by listing the actual
requirements for the LOMS platform:

·  Policies:  Policy enforcement must be in place to enforce billing, security and
privacy. It must also be possible to support aggregated policies.

·  Real time:  policies must be determined before service delivery and monitored
during service delivery.

·  Service independence:  policies must be enforced without modifying services. It
must be noted that some policies are specific to some enabling service. In this
case, It will be a good practice to define the policy enforcement mechanism such
that it only impacts the execution of the service.

·  Generic system:  The policy creation and enforcement mechanism must rely on a
generic mechanism so that new kinds of policies can be added without modifying
the enabling service. However, it must be noted that some kind of policies can be
specific to some enabling services. In this case, the specific policy mechanism
must be followed; but even then, changing the policy should not require a change
in the service and will only have an effect on the execution of the service.

·  IMS: The policy enforcement mechanisms must also be able to interoperate with
the IMS system.

·  Description language:  policies must be described with a language that is
common to every party involved into service delivery. Interoperability
mechanisms may be needed if we need to integrate external services that
describe their policies with a different language.
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7 Identity management

7.1 Introduction

One important enabling service for the LOMS framework is the management of users
and their identities. It is desirable that this storage is framework-wide, and that user
profiles are shared among the different services. This way, user profiles need not to be
stored by each service separately. However, in some specific cases it might be possible
that the service requires (end-user) profile information – integration of a third party
service where the service requires that the end-users have a service account. But, even
this case would benefit from a Federated Identity Management concept, which basically
implements single-sign-on (SSO) behavior, greatly reducing the end-user burden of login
in at every service.  Many issues regarding security, billing, context-awareness, etc.
related to this federation are addressed in this section. Examples of currently existing
federated identity systems are Microsoft Passport [7], IBM alphaWorks [6], and also the
Liberty Alliance Project [8] provide solutions for identity management and federated
identity.

7.2 Federated identity

The sharing of user identity information over different services (representing the different
business entities) is called the federation of user identity. The main reason for this
requirement is interoperability. With identity federation, companies (service operators
and/or service providers) can share applications without needing to adopt the same
technologies for directory services, security and authentication. In the current state-of-
the-art, directory services such as Microsoft’s Active Directory or products using the
Lightweight Directory Access Protocol (LDAP) have allowed companies to recognize
their users, through a single identity, only internally. However, these solutions do not
scale well in a wider setting where multiple companies are involved.

In analyzing the complete spectrum of issues surrounding wide-scale federation, the
following challenges must be addressed:

Interoperability Standards and IMS:  Technical interoperability is the cornerstone of
efficient wide scale federation. Without interoperability, the full potential of identity
federation will never be achieved. Addressing interoperability issues requires cross-
industry cooperation to ensure that the resulting solutions address the wide range of
systems with which it must integrate.

An important part of the LOMS platform is the integrated IMS system. It currently
provides user management in the following way: One part of the IMS architecture is the
HSS (Home Subscriber Server). This is the master user database that supports the IMS
network entities that are actually handling the calls/sessions. It contains the subscription-
related information (user profiles), performs authentication and authorization of the user,
and can provide information about the physical location of user.

In normal 3GPP networks, the following identities are used:

·  International Mobile Subscriber Identity (IMSI)

·  Temporal Mobile Subscriber Identity (TMSI)

·  International Mobile Equipment Identity (IMEI)
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·  Mobile Subscriber ISDN Number (MSISDN)

IMSI is a unique user identity that is stored in the SIM card of a mobile phone. To
improve privacy, a TMSI is generated per geographical location. While IMSI/TMSI are
used for user identification, the IMEI is a unique device identity and is phone specific.
The MSISDN is the telephone number of a user.

With IMS, the following additional identities are implemented:

·  IP Multimedia Private Identity (IMPI)

·  IP Multimedia Public Identity (IMPU)

Both are not phone numbers or other series of digits, but URIs, that can be digits (a tel-
uri, like tel:+1-555-123-4567) or alphanumeric identifiers (a sip-uri, like
sip:john.doe@example.com).

The IMPI is unique to the end-user (it is derived from the IMSI), and you can have
multiple IMPU per IMPI (the IMPU is often a tel-uri or a sip uri). The IMPU can also be
shared with another phone, so both can be reached with the same identity (for example,
a single phone-number for an entire family).

The HSS user database contains, but is not limited to, the IMPU, IMPI, IMSI, and
MSISDN.

This IMS mechanism can be used in the LOMS framework, especially the IMPU which is
a URI for users, but it will most likely need to be extended to provide other non-telecom-
oriented functionalities that are required in the LOMS framework.

Privacy regulations:  Unlike the management of identity within an enterprise, where
user data is deemed proprietary and an asset of the corporation, federated identity
requires the privacy requirements of the principal to be satisfied and that the exchange
of data does not violate government legislation concerning this matter. Successful
identity federation requires that the needs of three different constituents be met:

1. Individual

2. Government

3. Business

The challenge of federated identity lies in managing and indeed aligning the needs of all
three parties. See section 7.4 for more security-related issues.

Trust and Quality Assurance:  Addressing the issue of quality is a major challenge in
the context of wide scale federation. Without an ability to assure or affect quality and
trust in the assertions which are made between companies, the cost of misplaced trust
outweighs the rewards of relying upon others. A foundation for enabling quality begins
with an ability to define minimum standards and requirements, and an assertion by each
party, which is either self-certified or independently certified, that they can and will
adhere to these minimum requirements.
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Risk Management : Every interaction which involves a third party inherently introduces
new risks. While every company’s tolerance for risk is different, each company must
evaluate for themselves how much they are willing to invest to reduce the risks. Within
the context of wide-scale identity federation, the risks of misplaced trust can easily
outweigh the potential return of having the freedom to interact with everyone. That said,
the risk of isolationism can result in a loss of market share to those companies who
better serve the same customer. In today’s non-federated environment, risk is both
assessed and addressed on a company by company basis, a format which is
appropriate, but also expensive and inappropriate or perhaps even cost prohibitive if
new variables are introduced through federation. While federation introduces new risks,
it also introduces new possibilities, and requires new approaches towards addressing
those problems. With proper coordination, both group and individual risk can be
minimized through a pooling of efforts. One of the ways to address this collectively is to
define for the federation the same minimum quality standards, standardized procedures,
certification and credentialing programs which are used individually, and to track the
adherence to these standards and the success or failures of each interaction.

Scaling Issues:  It is clear that the administration of a wide-scaled and federated user
management system is not straightforward. An important choice is the choice between a
central or a distributed system. Where a central user management system is easier to
maintain, it does not scale very well (dependencies would be introduced between all
services and this central user management system) and it forms a single point of failure
of the system. On the other hand, a distributed user management system scales better,
but introduces more complexity.

7.3 Relation to security, billing, context-awarenes s, …

Other enabling services expected to rely on the Identity Management system are:

·  Security:

o Authentication:  Typically the user must authenticate via some kind of
authentication mechanism, such as the classical username/password
mechanism, but newer technologies can also be used such as fingerprint
readers, smart card … This information is stored and linked to the user
profile, which is federated.

o Authorization:  Each time the user tries to perform a certain action on a
certain resource; his credentials are checked to see if he has been
authorized to that action on that resource. For example when a user
attempts to access a certain service, he must have the access rights to
that service.

·  Billing:  Also, billing is dependent upon the user administration system. Each
action that the user performs and for which he has to pay needs to be logged for
billing purposes. This logging information will include identity information that
must be de-referenced to the real identity of the end-user so that the billing
system can bill the correct user.  More about billing can be found in section 6.3.1.
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·  Context-awareness:  As mentioned before in section 4, Context-awareness is a
user-centered paradigm, which possibly builds on top of a wide range of user
information, typically stored in the user profile. Examples are device type,
location, user preferences …

7.4 Security

Cross-related to all requirements, security is a very important non-functional. For
example, to solve the aforementioned privacy issues, security mechanisms must be in
place to protect the user information. Typically security handles authentication and
authorization.

7.4.1 Authentication

Authentication in relation to federated identity provide a real advantage towards usability
for the end-user: it allows the same user information to be shared over different services,
and security measures such as authentication only need to be done globally to gain
access to all services (this is often also called single-sign-on). For example, a traveler
could be a flight passenger as well as a hotel guest. If the airline and the hotel use a
federated identity management system, this means that they have a contracted mutual
trust in each other’s authentication of the user. The traveler could identify themselves
once as a customer for booking the flight and this identity can be carried over to be used
for the reservation of a hotel room.

This system is based on trust between the service provider and the LOMS platform. A
company must trust the LOMS platform to vouch for their users. The platform itself (or
better, the identity provider component of the platform) will be the trusted party and the
service provider the trusting party: each service provider must trust the framework to
have stored identity and user information correctly.

Several relevant standards regarding security are:

·  The Security Assertion Markup Language (SAML):  SAML [26] allows instant
recognition of whether the prospective user is a person or a machine, and what
that person or machine can access. SAML documents can be wrapped in a
Simple Object Access Protocol (SOAP) message for the computer-to-computer
communications needed for Web services. The SAML is backed by the
Organization for the Advancement of Structured Information Standards (OASIS).
The Liberty Alliance Project, an industry group formed to promote federated-
identity standards, has adopted SAML 1.1 as part of its application framework.

·  WS-Security:  WS-Security [28] is an OASIS open standard. It is used to digitally
sign messages between different parties and to ensure security properties of that
message such as non-repudiation.

·  WS-Trust:  The WS-Trust standard [34] is used to express trust between two
different parties. It handles the issuance of, the validation and the exchange of
security tokens.

·  WS-Federation:  This draft standard [35] extends identity management to enable
federations of trust across different organizations (and services provided by these
organizations).
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7.4.2 Authorization: Role-based access to services

As already mentioned in section 7.3, authorization allows the definition of a security
policy in which actions a user can perform on resources that are allowed, are declared.
One specific type of authorization is called role-based access control. With role-based
access control, access decisions are based on the roles that individual users have as
part of an organization. Users take on assigned roles (such as doctor, nurse, teller,
manager). The process of defining roles should be based on a thorough analysis of how
an organization operates and should include input from a wide spectrum of users in an
organization.

Access rights are grouped by role name, and the use of resources is restricted to
individuals authorized to assume the associated role. For example, within a hospital
system the role of doctor can include operations to perform diagnosis, prescribe
medication, and order laboratory tests; and the role of researcher can be limited to
gathering anonymous clinical information for studies.

The use of roles to control access can be an effective means for developing and
enforcing enterprise specific security policies, and for streamlining the security
management process.

Under the RBAC framework, users are granted membership into roles based on their
competencies and responsibilities in the organization. The operations that a user is
permitted to perform are based on the user’s role. User membership into roles can be
revoked easily and new memberships established as job assignments dictate. Role
associations can be established when new operations are instituted, and old operations
can be deleted as organizational functions change and evolve. This simplifies the
administration and management of privileges; roles can be updated without updating the
privileges for every user on an individual basis.

When a user is associated with a role, the user can be given no more privilege than is
necessary to perform the job. This concept of least privilege requires identifying the
user’s job functions, determining the minimum set of privileges required to perform that
function, and restricting the user to a domain with those privileges and nothing more. In
less precisely controlled systems, this is often difficult or costly to achieve. Someone
assigned to a job category may be allowed more privileges than needed because it is
difficult to tailor access based on various attributes or constraints. Since many of the
responsibilities overlap between job categories, maximum privilege for each job category
could cause unlawful access.

Under role-based access control, roles can have overlapping responsibilities and
privileges; that is, users belonging to different roles may need to perform common
operations. Some general operations may be performed by all employees. In this
situation, it would be inefficient and administratively cumbersome to specify repeatedly
these general operations for each role that gets created. Role hierarchies can be
established to provide for the natural structure of an enterprise. A role hierarchy defines
roles that have unique attributes and that may contain other roles; that is, one role may
implicitly include the operations that are associated with another role.

A role-based access control system forms an interesting enabling service for the LOMS
project.
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7.5 Requirements

This paragraph concludes by listing the actual requirements for the LOMS framework
with respect to Identity Management:

·  Federated:  Identities must be federated across different services. This avoids
data replication and improves usability (users must log in once to get access to
all services).

·  Trust:  Each service must trust the information that is stored in this user Identity
Management system. This information could possibly originate from other
services, possibly even competing services that can not be trusted. This trust
information must be available for each service.

·  Security and privacy:  Transfer of personal information must be secured in a way
that only authorized services can gain access to the user profile. It must be
possible for an end-user to deprive service X from accessing his user profile.
Also, a role-based access control system is desirable.

·  Other enabling services:  The Identity Management system must be able to
support other enabling services such as billing, context-awareness, etc.

·  IMS: Since IMS is taken as a ground layer for the LOMS architecture, the IMS
mechanism for identity management should be used as starting point and
extended towards the LOMS goals.

·  Scaling issues:  The identity management system must scale well in a wider
context (over many different service providers). This quality must be assured at
the architectural level.
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8 Conclusion

In this deliverable we present specific requirements for different enabling services. The
enabling services considered in this deliverable are (i) context awareness enabling
service, (ii) Service administration functions and services, (iii) Policy Enforcement and
(iv) Identity Management. While some of these topics address specific enabling services,
other topics discuss requirement the LOMS platform, and enabling services integrated
within the platform, should provide and adhere to.

Also, the requirements related to these different enabling services and more general
requirement related to the LOMS architecture and platform, are requirements as we see
them at the time of writing. It is most likely that during the course of the LOMS project,
some of these requirements will be further detailed or changed or even additional
requirements might come up.

For the implementation of selected LOMS scenarios, we will rely on existing material, in
the IMS world as well as in the IT web services world. Therefore, it is not beforehand
clear whether or not we will be able to fulfill all the requirements listed in this deliverable.
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Appendix A: List of enabling services

In this small appendix, we provide a small list of enabling services that are, or will be
made available by the consortium partners. In a compounding document we will provide
a more detailed overview of these existing enabling services. It must be noted that these
enabling services are, today, not usable as such but must be adapted (some developed
practically from scratch) in order to be integrateable in the LOMS platform. Below, we
present the list of enabling services subdivided into different categories; we also indicate
the partner who provides the service.

Location and Positioning Enabling Services:

�  A Location Service by URO

�  A Location Awareness Service by KUL

�  A Location & Positioning system by SBS

�  A GIS service by Yellowmap

�  A Point of Interest service by Yellowmap

�  A location based news service by Yellowmap

Community Enabling Services:

�  A Presence & Availability Manager by SIE

�  An Instant Messaging & Chat Server by SIE

�  A Group List Management Serve by SIE

Media Enabling Services:

�  A Media Conversion Service by SBS

�  A Data Repository Service by SBS

Charging, Billing and Account Management Enabling S ervices:

�  A Charging Enabling Service by ORGA

�  An Account Management (Billing) Service by ORGA

�  An Advice of Charge Enabling Service by ORGA

�  A Profile Management Enabling Service by Yellowmap

Other:

�  A Coupon Service by Yellowmap
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